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@ Dashboard

Init & Loader
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Handler API

selector

judge & extract & handle

store & shared dict

PAN
MySQL Lw

Open API
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Nginx/OpenResty

init_worker_by_lua

variable init. load date

rewrite_by_lua
URL redirect . URI rewrite

proxy_pass

Upstream services . forward

content_by_lua

Content generate
main business logic

header _filter_by_lua

headers filters

body_filter_by_lua

Body content filters

log_by_lua
Log & statistic

Orange Plugins

Auth Plugin

Proxy Plugin

Monitor Plugin

fEFRit
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Selector Module

Requests Rule

Condition

Condition1

Condition2

Condition3

Condition4

Operator

Condition

URI

Header

Query

Form

P

UserAgent

Host

Referer

Regrex
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requests vs rules
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judge

selectorl
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selector3

Plugin = selectors(rules group)



OrangeA SR S<IR

@ Get http://test.com/user/query?id=123&field=name
< (Get http://test.com/user/123/hooks

S{host} [ - 3 test.com v

S{uri} B Juser/query vz vl and (v2 or v3)

S{uri} BUEE  Afuser/(.*)/books | v3

mETmE(ruleL) Bl
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<& Post

Headers X-APP-Version: 11
X-APP-Type: android

${method} [ = post

${uri} - /user/create

${header.X-APP-Version} 10

mETmgt(ruledinl) 2512

http://test.com/user/create?name=sumory&age=18

v1

v2

v3

vl and v2 and v3



OrangeA SR S<IR

Get http://test.com/authors/search/view?q=sumory&t=master

a Index Extractor

"extractions": [{
"type": "Query",
"name": "q"

e
"type": "Query",
"name": "t",
“default”:”master”
A
"type": "host"
H

¢

${1}: sumory
${2}: master
${3}: test.com

e Template Extractor

"extractions": [{
"type": "Query",
"name": "q"

}’{
"type": "Query",
"name": "t",
“default”:”master”
3
"type": "URI",
"name": "*/(.*)/search/(.*)"
}

Q

{{query.q}}: sumory
{{query.t}}: master

{{uri.v1}}: authors

{{uri.v2}}: view

TERNRHI
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http://test.com/user?id=123&action=get http://test.com/user/get/123

{
X . . “enable": true,
2 Ftest.com/user?id=123&action=get’¥% Jtest.com/user/get/123 “handle": {
"log": true,
“uri_tmpl": “/user/{{query.action}}/{{query.id}}"
A h
) andILEd v “id": "A8D7@EDD-8BAS-4B7D-A528-C61092B10AEC",
"judge": {
“type": 1,
Host ¢ - : test.com x “conditions": [
{
"type": "Host",
“operator": "=",
URI $ Match s Muser$ x + "value": "test.com"
+
{
. = N “type": "URI",
<=2 *ﬁ*&ﬁhm v “operator": "match",
"value": "~/user$"
}
Query % id TERINE : x ]
Y,
“time": "2016-11-24 20:09:56",
) = "name": "j§test.com/user?id=1238action=get#4}test.com/user/get/123",
Ouery s action %;ﬁl}dﬁ : x + “extractor": {
“type": 2,
“extractions": [
: B {
Qb3 luserA{query.action}}/A{query.id}} wtypet: “Query",
“name": "id"
h
BRES v {
“type'": "Query",
“name": "action"
}
BH ]

}
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Jopt/local/orange/
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Get http://localhost:9999

(D 7B4AD992-F430-40D5-84E9-E7276481CBSO
D 0BA21BFD-CBS-46EC-8725-14418EC262C5

0BA21BFD-1CBS-46EC-8725-14418EC262C5

WAF B5 A5

HIBE (AR 7%
BEEBFARR EL TN
Query: id >= 10000
ES-) OLfic
B et
Query: g >= 10

Dashboard

7B4AD992-F430-40D5-84E9-E7276481 CBSO

URI Rewrite

TR
= REHF

£t & selector
L
JadminiEiEeg
Wk 4HE
— R R
M g
= i | ¥
’
,

£33 (£ Eselector] MNFI%E

Q PR 2 EHEEN A BN T

ERA adminEE [

ERA HiRBE

EEMEBHT

A andILE

URI: match //admin/
IP: match 10.10.4.(.*)

FEY: orlLER
IP: not_match 10.10.4.(.")
URI: not_match A/admin$

F): orLAD
URI: not_match ~/admin/
Query: uid >= 10

o AINIEEERE

= REHF

2016~
12-08
17:38:49

2016-
12-08
17:38:37

2016-
12-08
17:38:23

< RPRE
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Get http://localhost:7777/status

{

"data": {
"total_count": O,
"worker_count": 4,
"con_reading": "0",
"request_4xx": 0,
"ngx_lua_version": "0.10.7",
"request_3xx": 0,
"nginx_version": "1.11.2",
"total_success_count": 0,
"load_timestamp": 1480923252,
"con_writing": "3",
"request_2xx": O,
"ngx_prefix": "/data/workspace/lor/orange/",
"con_rw": 3,
"con_active": "3",
"address": "127.0.0.1",
"traffic_write": 0,
"traffic_read": O,
"start_time": 1480923252,
"timestamp": 1481190065,
"con_idle": "0",
"request_5xx": 0,
"total_request_time": 0

s

"success": true

}

RESTful API(powered by Lor)
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* Redirect. Rewrite

« I8/ ABTesting
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* Rate Limiting
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